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Abstract

Several cybercriminals and hackers are currently attempting to obtain an immovable
property using fraudulent land papers in the digital realm. However, electronic land
certificates are now required to maintain land records as legitimate and compelling
evidence of ownership. In addition, the security concerns associated with electronic land
certificates due to cyber attacks have opened the way for legislation and regulations
that protect landowners from such risks. Consequently, this article aims to provide a
comprehensive overview of the history and significance of electronic land certificates,
data encryption, the growth of land laws, their availability, and the significance of
cybersecurity to electronic land certificates in Indonesia. To fulfill the study's goal, a
qualitative research design aided by a documentation technique for data collecting
from diverse resources, such as case studies, legal archives, library facilities, and
informal interviews with land officials from numerous locations in Indonesia, was
employed. Despite several laws and regulations about the protection of land rights and
electronic land certificates in Indonesia, several restrictions exist regarding the
availability of regulations against false documentation and several escape routes for
hackers and cybercriminals. In addition to the laws and regulations in Indonesia, their
execution must be expedited, and the judicial system must be strengthened to maximize
the benefits of such laws and regulations.

Keywords: Electronic Land Certificates: Cybersecurity Laws; Data Encryption;
Digitalization; Developing Nation.

A. Introduction

By digitizing everything to use the long-term benefits of technology, the universe
has entered a technological period in the modern world (Pan et al, 2021). The
methods and procedures of the private and governmental sectors have entered a new
technical realm (Akrim & Dalle, 2021; Rana et al., 2022). Globally, digital technologies
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are used for many purposes due to their reliability and accessibility (Ippolito et al.,
2021; Mansoor, 2021). Global justice and the legislative system have been digitalized
to reap the benefits of digital technology by preserving all records on multiple digital
platforms for the public's benefit (Kondori, Narges, & Rouhani, 2021). Moreover,
saving time is one of the most significant benefits of this digital revolution. In addition,
itis highly conceivable for courts to prioritize evaluating digital land data in electronic
land certificates (Hasan & Rupa, 2021).

In the past, land certificates based on handwritten documents were issued by the
relevant authorities, who had limited record-keeping capabilities. Notably, the
validity of land certificates is tied to the values granted by legal organizations
depending on their acceptability on various legal platforms (Gao, Shi, & Fang, 2021).
The study identifies several record-keeping problems associated with manual land
certificates regarding authenticity and dependability (Mintah et al., 2021). Thus,
digital land certificates eased the dealers' examination of various properties and
resolution of land-related problems (Njeri, Maku, & Muriira, 2022). Furthermore, in
this digital age, most developed nations have mandated using digital or computerized
land certificates to settle numerous land disputes (Noor, 2021).

In addition, electronic land certificates are novel land-related papers that benefit
landowners and expedite the sale and acquisition of land. They are issued by land
records administration agencies (Ramadhani, 2021). Nevertheless, despite
substantial advantages, many nations have yet to ultimately adopt digital
technologies, notably digital record-keeping (Wajdi & Ramadhani, 2022). Providing
cybersecurity for digital land certificates is of particular concern in most developing
nations because, despite the numerous advantages of electronic land certificates,
cybercrime is a global problem (Suhendi & Asmadi, 2022). Cybercriminals employed
malicious programs to steal digital certificates linked to several industries. The same
holds for electronic land certificates, as pinched digital land certificates enable
cybercriminals to create hacking tools and viruses that appear authentic and possess
all the necessary qualities. Consequently, combating cybercriminals is one of the most
significant challenges of the modern digitalized world.

Prior research revealed electronic land certificates' significance in accessibility,
dependability, and legal standing. Concurrently, other academics have described the
rules and regulations associated with digital land certificates. However, cyber
security concerns, electronic land certificates, and forgery issues are given little
consideration. In addition, experts recommend analyzing the significance of data
encryption to lessen the fear of cybercrimes associated with electronic land
certificates and adding cybersecurity protections against such crimes. This paper
tries to fill this gap in the literature by discussing the value of electronic land
certificates, the likely cybersecurity threats to these certificates, and data encryption
as a safeguard. Concurrently, the rules and regulations available to combat such
dangers have been analyzed in depth in the context of a developing country, namely
Indonesia.

Indonesia is one of the largest Asian nations with rapid digital penetration in nearly
all spheres of life, including education, business, religious matters, the health sector,
government matters reliant on e-governance, and the digitalization of manual
documents about real estate, among others (Frinaldi, 2021; Hartanto et al., 2021;
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Yusni & Sigalingging, 2022). In addition, computerized land certificates based on
dependability and modernism are gaining favor in Indonesian law (Yusni &
Sigalingging, 2022). Due to the potential contribution of agriculture and land
industries to Indonesia's economic development, it wasn't easy to preserve property
documents before introducing digital technologies (Kusmiarto et al.,, 2021). Thus,
computerized land certificates are widely recognized as current legal requirements
at the highest levels (Noor, 2021). On the other hand, about half of Indonesians are
involved in the agricultural land sector; as a result, the Indonesian court system faces
various possible obstacles in resolving large-scale land property disputes (Gabris &
Hamul'ak, 2021; Mahardika, Suwitra, & Dharsana, 2022).

The most significant of these concerns relates to the online storage of systems and
the threats posed by cybercriminals to traditional and national land registration
centers (Rifai, 2021; Suhendi & Asmadi, 2022). The gaps in the Land Management
system provide cybercriminals an advantage, trapping unsuspecting landowners
(Ben Naseir et al., 2019). Consequently, there is an urgent need to adopt laws and
regulations to safeguard these landowners (Noor, 2021; Suhendi & Asmadi, 2022;
Yusni & Sigalingging, 2022). Encryption is a potential countermeasure against cyber
dangers that can prevent viruses from collecting digital land records (Widyastuti,
2021). Additionally, it protects landowners against internet phishing and hacking
(Peci & Gashi, 2021; Suhartono, 2022; Syarief, 2021). However, relatively limited
research has highlighted its significance in Indonesia, presenting the existing rules
and regulations about electronic land certification and the provision of cybersecurity
to landowners. Consequently, the current study has multiple objectives.

e To presenta consolidated background and significance of electronic land certificates
To present an overview of data encryption, types, and working

To elaborate on the land laws evolution in Indonesia

To demonstrate the availability and significance of cybersecurity laws to protect
electronic land certificates in Indonesia

B. Research Methods

The current study employed a qualitative research approach aided by a
documentation technique to collect data from various sources, including case studies,
legal archives, library facilities, and informal interviews with land officials in diverse
regions of Indonesia. Library research with a descriptive-analytical approach is
deemed suitable for various types of investigations, particularly in law, because it
affords sufficient opportunities for incorporating historical and descriptive elements
(Bilal, 2021). In addition, library research and descriptive methodology adhere to a
sequential and methodical procedure that facilitates the acquisition of both primary
and secondary data (Ginting, 2020).

In light of this methodology, the data collection procedure for the current study has
been divided into two sections. In the first step, all relevant information was gathered
and organized to build the supporting topics by defining the scope of the research. To
extract the land registration laws and services following the digitalization of the land
registration process, existing research papers, regulations, and legislation were
collected and evaluated following the development of the study's background and the
presentation of the study's key concepts.
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The legislative protections against cyber criminals and data encryption have also
been extracted in detail, as has the cyber security accessible to electronic land
certificates in Indonesia. In addition to these records, the researchers conducted in-
depth interviews with government officials, aggregation oxfords, and attorneys to
comprehensively understand the matter. After reviewing all the retrieved data,
limitations and future recommendations for strengthening and enhancing the
existing laws, rules, and cyber security system for electronic land certificates in
Indonesia are offered as the topic's definitive conclusion.

C. Results and Discussion
1. Electronic Land Certificate

Due to digitization, the communication dynamics of society are evolving, focusing on
guiding society on the proper path with legal and communal advantages and establishing
economic stability (Caruso, 2018). Due to the frequent presentation of immoral and
fraudulent land certificates in court, the conventional non-electronic land system had
several problems with the legality of all manual certificates (Gao et al, 2021).
Consequently, most land disputes were delayed, and court procedures were postponed
due to the unsuitability and unreliability of such certifications (Mahardika et al., 2022).
Comparatively, the technological revolution has altered the universe's dynamics by
transposing old land records management systems into electronic land certificates to aid
landowners, involved parties, and the legal system (Syarief, 2021). In light of the
digitization of all land records, academics underlined the importance of the electronic
land system to the courts (Noor, 2021; Syarief, 2021; Widyastuti, 2021).

On the other hand, developed nations are reaping the benefits of electronic land
certificate insurers and using them in legal and judicial proceedings to settle land
disputes (Home, 2021). However, due to the restrictions of laws and regulations
associated with digital land property certificates, developing nations are
experimenting with and using them extensively today (Deng & Tsao, 2022).
Concurrently, the electronic land certificates system is being established in Indonesia
to promote community welfare and boost economic growth. The Indonesian legal
system makes it abundantly apparent that the Land Management system is designed
to maintain land records and processes and to provide the courts with unified, correct
information in electronic format (Silviana et al., 2021). Due to this digital change and
the adoption of electronic land, many nations have gained a substantial edge
regarding social and legal issues associated with land ownership transfer
(Byamugisha, 2021). Moreover, administrators are responsible for handling all land-
related legal actions efficiently and effectively using a digital land management
system that provides electronic certificates to the public (Thamrin et al., 2021).

Despite the significance of this computerized land management system in most
parts of the world for maintaining property records and facilitating land transfers,
several questions regarding the integrity of electronic land certification systems
arose, reflecting the unwillingness of the people to digitalize their status in the form
of electronicland certificates (Ramadhani, 2021). This reluctance may be due to a lack
of confidence in implementing legislation to protect landowners (Wajdi &
Ramadhani, 2022). In addition, researchers underlined the necessity to assess the
extent to which an electronic land system serves a common person with an
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agricultural property that presents several challenges (Ramadhani, 2021; Widyastuti,
2021). Moreover, there is an urgent need for policies to enforce the current rules and
regulations to protect landowners' properties (Yusni & Sigalingging, 2022).

2. Data Encryption, Types, and Working

Data encryption is a commonly employed security market for protecting messages,
files, documents, and other digital network connections (Yazdeen et al.,, 2021). It
transforms the data into random data that can only be accessed using cryptographic
keys, rendering it unreadable to unauthorized parties (Saracevic et al., 2020). Those
in possession of the key can retrieve or decrypt the original data. In addition,
encryption is described as the transformation of data from a typical readable format
to an encoded form that can only be processed or read after decipherment (Mohd
Satar et al,, 2021). It also represents the usage of secret codes during the encryption
of data, which cannot be utilized for meaningful communication by unauthorized
parties in the absence of an encryption key (Diffie & Hellman, 2022). During the
Second World War, US intelligence organizations used encryption to decipher the
German military code, which was later improved by Internet users worldwide
(Uniyal, Dobhal, & Semwal, 2020). Internet use has revealed various new encryption
dimensions to combat identity theft, reduce Internet fraud, and combat cybercriminal
activities. Most businesses have begun implementing encryption strategies to
safeguard their documents and trade secrets. Simultaneously, financial institutions
utilize data encryption to protect their customers' information by rendering their files
incomprehensible to hackers (Wang et al., 2020).

This encryption is similar to digital signatures because software turns readable
information into mathematical algorithms encrypted using private and public keys.
However, data encryption provides higher protection and privacy since it prevents
hackers from translating the encrypted material (Belej, 2019). Digital signatures, on the
other hand, are solely used to verify the validity and identity of the user. Data encryption
and digital signatures have different applications. Nonetheless, both services are
available in person. However, two keys are required for users of digital signatures and
data encryption. For example, they need a private key to transmit a message and a public
key to validate a signature (Saadatmandan & Rahimi, 2021). It also indicates that a
private key with a secret code is necessary to describe a message, document, or piece of
information that cybercriminals are attempting to acquire to gain access to private
information. In addition to a high level of protection, encrypted data is readily accessed
whenever the authorized user requests (El Hanouti & El Fadili, 2021).

Symmetric and asymmetric data encryption exist (Abroshan, 2021). For the first
metric encryption, data owners need only one key to encode or decode information.
Simultaneously, two replaceable keys are required for asymmetric data encryption
(Abroshan, 2021). Cybercriminals or hackers can only extract the data by utilizing
specific keys or attempting to guess the encryption algorithms. This security
mechanism makes it impossible or time-consuming for those with outstanding
computer skills and resources to decrypt or hack the encoded data, making it one of
the most secure methods for protecting electronic data. The current work
hypothesizes this encryption method's significance in safeguarding the electronic
land certificate against con artists and cyber criminals.
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3. Evolution of the land laws in Indonesia

In Indonesia, "Basic Agrarian Law No. 5 of 1960" regulates land usage, declaring
that "land is a gift from God to the Indonesian people, and the state is the custodian
of this property, responsible for regulating its use in the public good" (Suhendi &
Asmadi, 2022). In addition, the Basic Agrarian Law established a freehold title known
as Hak Milik to circumvent the need for each landowner. Additionally, customary land
claims control land concerns. The Basic Agrarian Law granted complete authority to
acquire land based on need and desire. For such acquisitions, governmental resources
are utilized in collaboration with customary land claims at the local level. However,
"the Basic Agrarian Law" did not safeguard the landowners' property rights.
Therefore, President Suharto issued Presidential Decree 55 of 1993, outlining the
rules and processes for determining property ownership that applies to private and
public land owners (Roesli et al,, 2021).

Nonetheless, this presidential decree proved insufficient in preserving
landowners' legal rights and providing them with legal recourse in case of forgery or
fraud involving their papers (Suhendi & Asmadi, 2022). This was due to improper
upkeep and incomplete title records, which made it impossible to prove proof of legal
ownership. As a result, landowners relied on government compensations for public
usage or earmarking their properties. This disappointed the landowners, who could
not defend their rights (Roesli et al., 2021).

After 1998, this decentralization with specific safeguards for landowners against
this land governance system came into existence (Yubaidi, 2020). "Law No. 2 of 2012
on Land Acquisition in the Public Interest was the first statutory modification of the
land acquisition law since the Basic Agrarian Law of 1960," which replaced the
decrees and land rules in effect at the time. In addition to removing various barriers
to acquiring land in the national development and trust, it also introduces several
protective measures for land owners against land mafia protecting public rights. It
also provided the foundation for resolving several disputes relating to states' rights
to acquire land in the public interest (Noor, 2021). In addition, the National Land
Agency (Badan Nasional, or BPN) was granted increased authority to record, digitize,
and update land titles efficiently and effectively. In addition, technical specifications
needed to be obtained from the agency to maintain ownership standards (Thamrin et
al,, 2021).

4. Cybersecurity laws in Indonesia

Following "the Regulation of the National Land Agency (BPN) No. 1 of 2021," the
Indonesian Ministry of Agrarian Affairs and Spatial Planning (ATR) simplified and
expanded access to land certificate encryption. This rule restricted the use of physical
or paper documents as land certificates and converted them, via the digitization
process, into electronic land certificates (Thamrin et al., 2021). This enhanced the
transparency and automation of land data administration as an effective strategy to
safeguard landowners' rights. During the land registration process, the digitization
procedure involves maintenance, transformation, and map and survey update
processes (Bennett et al.,, 2021). It further streamlines bureaucratic procedures,
enhances the infrastructure data storage for land services, and enhances the
ATR/reputation. BPN's
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Additionally, this digitalization protects landowners from multiple certificate
issuances, reducing the risks of duplicate and fraudulent documents. It also reduces
maintenance and storage costs and improves document security, facilitating easy
access and requiring no insurance (Syarief, 2021). The digitalization of land in
Indonesia was subsequently incorporated into "the Government Regulation No. 24 of
1997 on land registration, and a key implementation of the recently created Digital
Governance Assessment Framework (DGRA)" This rule is also tied to preventing
breaches of unencrypted and sensitive information, duplication of data protection,
and protecting the cybersecurity of landowners. The primary objective of digitizing
the land registration process was to efficiently utilize information and
communication technology to facilitate access to land identifications and streamline
land certification issuance procedures (Bennett et al, 2021). In addition, "the
Indonesian Ministry of Agrarian Affairs and Spatial Planning (ATR), following the
Regulation of the National Land Agency (BPN) No. 1 of 2021," made land certification
encryption simpler.

In addition, there are two active agencies, "The Ministry of Electronic Information
Law (MEIL) and the Ministry of Communication and Informatics (MOCI)," that
monitor data protection and cybersecurity about electronic land certificates in
Indonesia. "The MEIL Regulation, 82 about the Implementation of Electronic Systems
and Transactions, Regulation, 20 on the Protection of Personal Data in Electronic
Systems (together referred to as the PDP Regulations)" establishes specific data
protection and privacy criteria. On the other hand, the PDP regulations impose
specific criminal Penalties on cybercrime accusations. These constants include:

i. 4-8 years imprisonment with IDR600-IDR800 million fines for hacking or
making fake ids for unlawful data access.

ii. 6-10 years imprisonment with IDR800 million-IDR1 billion fines for
transmitting, intercepting, or wiretapping electronic land records.

iii. 8-10 years imprisonment with fines of IDR2-IDR5 billion for hiding/moving,
deletion, tampering, transmission, addition, and alteration in electronic
records/information.

iv.  10-12 years imprisonment with IDR10-IDR12 billion fine for intentionally
creating false documents by damaging/destructing, altering, and manipulating
electronic information

In addition, according to PDP legislation, the government is responsible for
evaluating, advocating, supervising, and enforcing the regulations associated with
personal data protection. It also contains measures that strengthen the government's
obligation to defend the public interest against cybercrimes in electronic
communications and documentation, assuring the implementation of cybersecurity
information and initiatives (Ben Naseir et al., 2019). The cybercrime branch of the
Indonesian police has worked intensively in recent years to combat cybercrimes
involving defamation of character and hoaxes, as well as negative statements
impacting national interests (Kaburuan & Damayanti, 2022). In addition, the
"Electronic Information Law,” "Government Regulation 82 Regarding the
Implementation of Electronic Systems and Transactions,” and "Ministry of
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Communication and Informatics (MOCI) Regulation 20 Regarding the Protection of
Personal Data in Electronic Systems (PDP Regulations)" are actively working to
facilitate the protection of landowners' valuables.

In addition, under Indonesian criminal law, regulators must provide at least two pieces
of proof to preserve data privacy and protection in electronic form related to any field
(Putra, 2022). The PDP regulations are of the utmost importance in fighting cybercrimes
in Indonesia. This has prompted the Indonesian police force to establish a cyber crime
team to investigate cybercriminals, including those who falsify and gain unauthorized
access to land certificates. By securing landowners, this project is a milestone in managing
cybercriminal activities associated with electronic land certifications.

D. Limitations in Existing System and Recommendations

Despite several laws and rules about protecting land rights and electronic land
certificates in Indonesia, restrictions against fake paperwork are limited. In addition
to laws and regulations, their enforcement is of the utmost importance. To reap the
benefits of such rules and regulations, it must be hastened in Indonesia and
accompanied by an upgraded judicial system. Although the Laws against false
documentation under "Articles 263, 264, and 266 of the Criminal Code (Book of
Criminal Law)" provide administrative sanctions such as temporary exclusion from
the list of land registration or dismissal of services, written warnings, etc., it does not
eliminate criminal or civil liability (Ramadhani, 2021). This further restricts the
applicability of these laws to enforce specific penalties and imprisonment following
proof of theft or falsified papers.

Simultaneously, "Article 263 part (1)" exclusively addresses the prohibitions against
utilizing or compelling another person to use a fake document. While "Article 263 section
(2)" addresses the purposeful use of fraudulent documentation, the damages are created
by such use. In addition, "Article 264 part (1)" includes false documentation regardless
of the purpose of utilizing it. However, "Article 264 part (2)" covers cases involving actual
losses caused by fraudulent documents. Similarly, "Article 266 sections 1 and 2"
regulates providing incorrect information on an official legal document. In addition, as
an improvement to the current litigation process, "PDP Regulation 20 (joint statement of
MEIL and MOCI Regulations)" provides certain illustrative sanctions by making public
the identities of the agencies and individuals of the MOIC's websites that comply with the
cybersecurity regulations. Simultaneously, the cybercriminal unit of the Indonesian
Police Department was another beneficial component of PDP's rules, as it aggressively
initiated several measures against cybercriminals committing the falsification and
fishing of land papers, malicious mail hacking, and so on.

In contrast, even though the cybercriminal unit of the Indonesian Police
Department is actively combating cyber security violations, there are no direct
provisions in the ADP regulations regarding land acquisition via false impersonation
using IDs, hacking of land registration option websites, or data theft. In addition, the
Information and Electronic Transactions Act of 2008 regulates cyberspace in
Indonesia with provisions for the legitimacy of electronic signatures and documents
and the maintenance of the electronic system. Additionally, the law safeguards the
right to privacy, intellectual property, electronic transactions, domain names, and
electronic certification.
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However, this rule was initially under-recognized, causing disputes over its ability to
combat cybercriminals and preserve digital data, such as digital signatures, passwords,
and identification cards (Siregar & Lubis, 2021). Due to the absence of any direct laws for
the prevention of cyberbullying, these issues have arisen. This resulted in multiple
cybercrime offenses committed by law enforcement and land registration officers. These
limits necessitate strengthening cybercrime laws and regulations, with requirements for
protecting digital data and maintaining digital security systems.

To this end, governments might devise and regulate new laws for the judicial system
that recognize electronic land certificates as the sole legal documents. According to the
research, countries that recognize electronic land certificates as legal papers for
managing lands and dealing with court procedures are in better positions regarding land
property rights law and order (Noor, 2021). Consequently, there is an urgent need for
further rules to make them consistent with contemporary land-related concerns and to
resolve them in the best interest of society, demonstrating the government's effective
judicial system. Simultaneously, the electronic land system must be maintained following
the norms of industrialized nations to assist the community and improve the people's
well-being by providing adequate security for the land they own as a source of income.
This approval of electronic land certification would also give landowners peace of mind
and demonstrate the success of the Indonesian legal system.

[t is also the government's responsibility to raise knowledge about electronic land
certification to efficiently and effectively manage the land record system by engaging
the most significant number of landowners with this modern technology. In addition,
it was discovered that most Indonesian citizens are ignorant of land-related
regulations, which makes them dissatisfied with the Land Management System and
inhibits them from accepting electronic land certifications and utilizing them in court
proceedings. This can only be minimized with the support of national and local
government awareness campaigns on various platforms to reap the benefits of this
digital system. Garcia-Moran et al. (2021) found that in several developed nations,
such as Canada, the government's public awareness efforts involving land
certification led to the efficient and effective deployment of the computerized Land
Management System. These experiences should be utilized by Indonesian legislative
and administrative organizations for the nation's economic growth.

Additionally, the government is responsible for controlling the court system. The
judiciary should be required to accept digitally transmitted legal documents from
landowners in court proceedings. The Indonesian judicial system is reluctant to
accept electronic land certificates as accompanying documents to a greater level due
to traditional prohibitions and legislation that must be addressed appropriately to
reap the benefits of digital technologies. Therefore, it is essential for the courts to use
new technology regarding land-related issues and to accelerate their judgments
about numerous conflicts. In addition, the researchers highlighted the significance of
electronic land certification in the legal system transformation and the urgency of
resolving land-related difficulties (Widyastuti, 2021).

In addition, the Indonesian court system must build a road map for success to adapt
to the operational activities of developed nations employing digital land documents
throughout legal proceedings. This would also increase the people's confidence in
converting their conventional land documents to digital ones, making them easily
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accessible to government records and free of disputes. Lastly, along with the government,
all stakeholders, including departments of electronic land certificates and administrative
organizations, should enable the landowners' access to legitimate documentation
systems containing accurate data. Therefore, the management of land record systems
should be effective and precise to provide all services to Indonesian citizens and progress
the Indonesian legal system as an exemplar. Decentralizing electronic land certification
facilities at the regional level can also help citizens reap the benefits of this efficient
system. It would also assist in achieving sustainability in record management to aid the
people in land dispute legal proceedings.

E. Implications

This study has multiple ramifications since it fills a vacuum in the literature
regarding the availability of rules and regulations and the cybersecurity of electronic
land certifications in Indonesian courts. In addition to discussing the history of
electronic land certification and the encryption of vital documents, the current study
has also established the legal status of such certifications in Indonesia. In addition,
the present study identifies the limits of the existing regulatory structure in Indonesia
regarding land certificates. It offers suggestions for the improvement and content of
electronic land certificates as legal evidence. Additionally, the study highlights the
importance of electronic land certificates in boosting society's economic prosperity
and well-being while resolving various land disputes. Therefore, the Indonesian
judicial system should be bolstered to accept electronic land advocates. The populace
should be aware of the benefits of using this modern technology to certify their land
and reduce the incidence of forged documents. Additionally, data encryption software
should be utilized to safeguard the electronic information held on various platforms
to protect persons' property rights against cyber criminals.

In addition, the importance of expanding land registration awareness and the
availability of laws and regulations to protect landowners' rights is a significant
addition to the current body of literature. The interviews with ordinary people and
local management authorities revealed that most people are unaware of their
property rights and the many sections of Indonesian law that safeguard their
personal property. For the Indonesian populace to foresee their well-being based on
the conservation of their land, which is their source of sustenance, it would be
advantageous for the awareness initiatives to break down this barrier. The current
study adds value to the functional significance of communication after the masses by
underlining the importance of good communication between the court systems and
the government to make electronic land certificates essential paperwork for legal
processes. In conclusion, the current study would be an invaluable tool for enhancing
the legitimacy and efficacy of electronic land certificates in Indonesia to maximize
digital technology's benefits for the Indonesian people.

F. Conclusion and Future Directions
In light of the security concerns associated with electronic land certificates due to
cyber threats, the purpose of this paper is to provide an overview of electronic land
certificates, the types and functionality of data encryption, the evolution of land laws,
their availability, and the significance of cybersecurity to electronic land certificates
41

© 2022 International Journal of Cyber Criminology (Diamond Open Access Journal). Under a Creative Commons Attribution-NonCommercial-ShareAlike 4.0 International (CC BY-NC-SA 4.0) License



International Journal of Cyber Criminology @ o . @

Vol 16 Issue 2 July — December 2022 el)CCe

in Indonesia. A qualitative study methodology aided by a documentation technique
was utilized to collect data from various sources, including case studies, legal
archives, library facilities, and informal interviews with land officials in diverse
regions of Indonesia. Several legal processes exist, as evidenced by "Articles 263, 264,
and 266 of the Criminal Code (Book of Criminal Law) and the PDP Regulations,"
according to the findings. However, it must be acknowledged that these are extremely
limited. Nevertheless, there are several restrictions on the availability of legislation
against fake paperwork. These legal tools also contain several flaws and loopholes,
allowing fraudsters to escape after committing fraudulent acts. In addition, Indonesia
must speed up the implementation of current rules and regulations and enhance its
judicial system to reap the benefits of such laws and regulations. Therefore, it is
suggested that future researches concentrate on the role of government authorities
and prosecutors in mandating electronic land certificates as legally enforceable
documents and educating the public about the existing legislation. In addition, there
is a need to decentralize the land registration system and provide the necessary
resources to local governments to assist the general public and reap the benefits of
digital technology linked to property laws.
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